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Financial Services and Cybersecurity: The Federal Role

Summary
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Introduction
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1In a podcast released on February 5, 2016, U.S. Commodity Futures Trading Commissioner J. Christopher Giancarlo
indicated that cybersecurity risks are among the potentially most disruptive risks facing financial maaketde at
http://www.cftc.govPressRoon8peechesTestimorgiancarlostatement020416
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paolrptoovi des brief descriptions and examples
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2Executive Order 13636, “Impr ovi nPBresdentiatPolicyaDirectivem(PRDj s t ructur e
21 “Critical Infrastructure Secur i thtpshwwd.dh®evs i 1 i ence, ” (Feb

strengtheningsecurityandresiliencenation%E2%80%99sritical-infrastructure
3 For further information on regulatory structure, see Table 1, Federal Regulators and Who They Supervise.
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Financial ServTaleeses RMagm)y ak d roms:
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4 This description is based on the 2012 North American Ind@#ssification System (NAICS) 52. For more

information, see U.S. Census BurebgustryStatistics Portal “2 012 NRiIC8nce& 2and Insurance,
at https://lwww.census.gdeconisp/sampler.phpfaicscode&2#

5 SeeCRS Report R4308TVho Regulates Whom and How? An Overview of U.S. Financial Regulatory Policy for

Banking and Securities Marketsy Edward V. Murphy

6 U.S. Department of Homeland Securlyhat is Critical Infrastructurgavailable ahttp://www.dhs.gowhat
critical-infrastructureand U.S. Department of Homeland Secufiipancial Servies Sectqravailable at
http://www.dhs.govinanciatservicessector
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laws have been amended over time to provide r1egtu
issues and circumstances as they have arisen.
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Federal Reserve System

ayQf ftihcee of the CompOtCi¢p $ | talret efr h tnlge a@u throen ¢y (a
mary federal rtregulator of na%aincdhali banks and

msagd onAdlStlmamrkss can alllseco Hohmerkt@wmebrasnf® sof) 1933

The Board of Governor s hoafs trheeg uHchdbeormayly aRa saeyr woef Sy
famcial institutions and systems, and it relies

impeydbersecurity requirements on the institut:i

7 See, e.g., 12 U.S.C. 85365, authorizing the Fed to impose enhanced prudential standards on bank holding companies
with assets equal to or greater than $50 billion.

8 The National Bank Act of 1863, 12 Stat. 65, ushered in a dual banking system by authorizing federally chartered
banks (i.e., national banks) to be chartered and regulated by the Office of the Comptroller of the Currency (OCC),
which would ceexist with baks chartered by the individual states.

°The Home Owners’
associations, paralleling the existing system of sthtatered savings and loan associations.

10The Federal Credit UnioAct of June 26, 1934, 48 Stat. 1216, authorized the creation of federally chartered credit
unions. A 1970 amendment to the Federal Credit Union Act established an independent regulator for federally
chartered credit unions, the Natal Credit Union Administration. P.L. 9906, 84 Stat. 49.

1 Title 11l of the DoddFrank Act,P.L. 111203, §312(b)(2)(B); 12 U.S.C. §5412(b)(2)(B).
1212 Stat. 665.

1312 US.C. 881461 et seq

14p L. 113203
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The Fed is the primary regulator of
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5p.L. 6343.
1670 Stat. 133, 12 U.S.C. §818dilseq.
17p.L. 112203

18 Federal Reserve Bank Servic@gerating Circular 5 available ahttps://www.frbservices.orgégulations/
operating_circulars.htmtovers computer access to Federal Reserve systems by member banks; Federal Reserve Bank
ServicesOperating Circular 6 available ahttps://www.frbservices.orgggulationgdperating_circulars.htmtovers
access by member banks to Fedwire.

YExecutive Order
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Federal Deposit Insurance Corporation

Thdederal Deposit FbDd®€sanhe fformergtregulator of
ste@thartered banks that are not members of the Fc«
ins prtemdhartered thrifts®latred ibkeasvgaedngesr aals saouctihaotriiotnys
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a few smdhlalr,t exteadt & anks, all banks are required
FDI C.

National Credit Union Administration
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National Credit NCUADen fAdmirnil s treguilan or of
ons -almadr tsemddnsfieddr aeltrigliitesuaamhbroidtdgs under
anic legislation to impose cyber®€Eradity 1 e
ons are chartered as cooperative organizat:i
osmetmbs’eord viamgls t ransaction balances in the f
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he FederalAcGr eodfaultOBmdr omed federally chartered ¢
he Bureau of Federal .TChree dE itn aUmciioanls Itnos toivteurtsieoen st
n
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terest Rate ®Cemptimele dAdtheofbulr%7%8 twiUmh otnhe Nat i
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Admii stration

Cons umer Financial Protection Bureau

The Consmnmeal F BAncatt eocft 2AG)E°WhG@ € AP i s DA dFdrlash kX o f
creat ohstulme rC Financi alF PBwiattthe ¢ thieco F eBwemwradu ReG er ve
The CFPB hasenfowolemankntng, and supervisory powers

20The DoddFrank Act of 201llocatedresponsibilityfor regulationof statecharteregfederally insured savings
associationso the FDIC.

21p L. 7366. 48 Stat. 162The 1933act sought to prevent investment banking from jeopardizing the soundness of
commercial banking by separating them.

22\While the NCUA has the same exaation authority over national credit unions asfereral banking regulators

over the depositorieheyregulate, NCUA lacks similar authority to examine thpatty vendorsBetween March 20,

1998, and December 31, 2001, NCUA had the authority to exathirdparty vendors for cybersecurity around the

time of the Year 2000 concerns. Jeé. 105164, the Examination Parity and Year 2000 Readiness for Financial

Institutions Act. For more on this issue, $eRS Legal Sidebar WSLG1346 A0 Report on Depository Institution
Cybersecurity Points Out NCU-Aary Technalogy PeofiderbyM. Maureént y t o Ov e r s
Murphy, and U.S. Government Accountability Offidg&nk and Other Depository Regulators Need Better Data

Analytics and Depository Institutions Want More Usable Threat Informa@&®©-15-509, July 2015, p. 5, available

at http://gao.goyroductsGAO-15-509.

23 For more information about credit unions, £RS Report R4316Policy Issues Related to Credit Union Lending
by Darryl E. Gette

2P.L. 86354.

25p.L. 95630, Title V.

26p.L. 111203 Title X. 124 Stat. 1955.
27p.L. 11220381001.

Congressional Research Service 5



Financial Services and Cybersecurity: The Federal Role

products and services, a®&l twelals arsultehna kd mtgi taiue sh ot
financial consumer protectionihawudtihagt aluda heorayt
develop identityhehEdtirgandefAecdesaunmd€rons Act (
Ac®and to issue regulations undenBlhhteprAonacy pr
(GLBUnlike the other badoksragul haoes atthbwevery, u
promud ¢gmitei strative, techtli)catlo, iannsdu rpeh ytshiec asle csuarf

confidefctuisatl’ointeyro o & s a n;d2 i ntfoo rpnraottiecocnt against any
threhagamds rd tsye ouwr 1 ntegri(tdy) otfo spirccht ercetc oar glasi; n sa
unaut horized access to or use of such records or
harm or inconvenilh&FPBaso pwmbl icsubdad me rSuper vi si on
Manvlelxaminations copersohael pbyoi ¢ e tPilidfoivetilead i nf o1
by the pr@&kB*%ayn dt Ftathlee rfe d i t( FRCeRPAv)rtt h nrge sAppect t o

sharing of nonpublic personal information with 1

Undr its orgdhiec GEBPBiasultahtoirdart 'y to 1issue rules dec
practices to be unlawful bec alTuhsies tahuetyh oarriet yu nifsa isr
aut horifgydethatlt ThaeaedFeTXCo snmubsrgsidnogn ectmefnot acti ons b as
on cybersecurtiThysi nadbgouac¢iyeswas used on March 2,
cyber sreecluatigad enforcement act i onHoaweavhears,t tan onl i
CFP8B aut hority widtehc erpetsilpweespirvadccdt s e @ 6 atfhCaF B t o
general rtegul®atory jurisdiction.

The CFPsBupervisory powers includetothesafibphority
consumer compliance. The CFPB albkbotwas authorit.y

28 For more details, se8RS In Focus IF10031ntroduction to Financial Services: The Consurierancial
Protection Bureau (CFPBYy David H. Carpenter and Sean M. HoskenrsdCRS Report R4257Z;he Consumer
Financial Protection Bureau (CFPB): A Legal Analydiy David H. Carpenter

2P.L. 10815988114 and 216, 15 U.S.C. §1691w.
30p.L. 106102 Title V.

31 CFPB Supervision andx@mination Manual (2012), availabletstp://www.consumerfinance.gauidance/
supervisionhanualfsemanual Accor ding to the CFP Bqusairovesseeingcomparfiegui de for
that provide consumer financial products and services [that] describes how the CFPB supervises and examines these

providers and gives ... examiners direction on how to determine if companies are complying with consuaiar finan
protection 1aws.?”

32p.L. 106102 The privacy provisions discussed in this report are in Title VId§&and are codified at 15 U.S.C.

886801, et seq. Regulatioimsplementing the data safeguards rule are at 12 C.F.R. 8390((OCC), §208 (Fed), 8364

(FDIC), 16 C.F.R. 8314 (FTC), 17 C.F.R. §160.30 (CFTC) and 17 C.F.R.8248 (SEC)). The safeguards provisions

require financial institutions to protect customer and othernmdtion that it collects. This includes promulgating
administrative, technical, and physical safeguards (1) to
and information; (2) to protect against any anticipated threats or hazards ¢guhityor integrity of such records; and

(3) to protect against unauthorized access to or use of such records or information which could result in substantial

113

harm or inconvenience to any customer .
3315 U.S.C. §8168¢&t seq.

341n the Matter of Dwolla, Inc., U.S. Consumer Financial Protection Bureau Administrative Proceeding File No. 2016
CFPB-007 (March 2, 2016). This is a consent order, pursuant to which Dwolla, Inc. (Dwolla) is to undertake a number
of specified actions to impve the safety and security of its operations and to pay a civil money penalty of $100,000 to
the CFPB. CFPB’ sislkased enfindiags that Na misrepresented to consumers the safety and
security of its network and transactions andd@sipliance with standards promulgated by the Payment Card Industry
Security Standards Council. (These standards are discussed in a later section of this report.)

35 For further information, seERS Report R4257Zhe Consumer Financial Protection Bureau (CFPB): A Legall
Analysis by David H. Carpenter

”
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[tihe CFPB is authorized to supervibeee groups of nonbanks. First, the CFPB supervises
nonbanks, regardless of size, in three specific marketsrtgage companies (such as
lenders, brokers, and servicers), payday lenders, and private edusatiers| Second, the

CFPB may supervisélarger participantsin certain consumer financial markets. The
CFPB has some discretion to determine what those markets are and what constitutes a
larger participant.. Third, the CFPB may supervise a nonbank #sdd on consumer
complaints or other sources, the CFPB has reasonable cause to determine that the nonbank
poses risks to consumers in offering its financial services or profucts.

The CFPB views protectiome oo mrunsd iolnaesr i jelmitme da swiptal

federal banking regulators to issue a cybersecur
3
u s’k .

Federal F

inancial InstitutBiamiks Exa mi n:
Examination
Th&dederal Financial Ins FI1)}ECwaomn sc THetaltned dXalbgifo nt hCeo u
Financial Institutions Regula®toSpyeaadi batente$ o6r i
principles for the Federal examination of finanoc
and mekeoemmendations to promotfe tivhreisfeo rfmintayn ciim It h ¢

institutions.

Alfli feddepbsitorryegmlsatidmg ioome MImbefsdefat hegthI
members of the FFIEC examineandsgsotmdnons. thegl s
their examinations, as diesvodsvi adolranta¢ 1 oni ¢ ex ha o1
cybersecurity.

Under t he pGrLiByAalcly otfi ttlhee offe d er a l( absa npkrienvgi auesgluyl a t
notthlg CFPBt hbaveyatadmpmaoamehgatieee, technical, ar
(1) to insure the se‘cusirmecrmrdsc amifdl d entnfdoirmmaat tti gocnto
against any anticipated threatsewor d@z)aatmad t o t
protect against unauthorized access to or use of
substantial harm onst®menvenience to any

Banks are subjyséedct ttxapée miaodiom amrs idg nseodu ntdon ensasi nt :
of the individual institufAlotnhbso vagnhd eov ents yh efe eddnet ri ar le

36 CRS In Focus IF10031ntroduction to Financial Services: The Consumer Financial Protection Bureau (CEyB)
David H. Carpenter and Sean M. Hoskins

37 SeeCRS Legal Sidebar WSLG134Regulators Offer Depository Institutions a Cybersecurity-8sdfessment Tool

as GAO Report Finds IssueswithRegut o r s ° Moni t oring of CybehyMeMaureen t y for Dey
Murphy.

38p.L. 95630 92 Stat. 3641, 3694. 12 U.S.C3891-3308.

39 There is also one stdfi@ancial services regulator as a rotating member of the FFIEC. FFIEC membership changed

with the merger of the Office of Thrift Supervision into the OCC and the creation of the BE&Bding to the

FFIEC’s websit e, httpsiivivevlifiecigeyv/the eusrant merablership dlates to 2006 when a member

of the State Liaison Committee was added to the FFIEC’s me
representatives from the Conference of State Eargervisors@SBS, the American Council of State Savings

SupervisorsACSSS, and the National Association of State Credit Union SupervistkSCUS . ”

40p.L. 106102 The privacy provisions discussed in this report are in Title V of GraemchBliley Act (GLBA) and
codified at 15 U.S.C. 886801 et seq. Regulations implementing the data safeguards rule are at §290(RRC),
§208 (Fed)8364 (FDIC), 16 C.F.R314(FTC), and 17 C.F.R248 (SEC).

41 The federal bank examinations are of three types: safety and soundness, systemic risk, and consumer compliance.
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nk 1s omvdhwewatsadie s enmhe aosCuorsmip  n faamdcntssot st utthiaotn
nancial c¢ond#%tth o ndagdde maple froafteirosnisg,tht of a b

B -}

e compankantk ofxamenanhfonmasion tewhnohogsy
the Interagency Guidelines Bdnabddshiong, I

formation technhadmdthbdaK Tu)s ee xbaymienxaatmionne r s o

=0t omOo QO O o

e B e 0 o B 3

e audit,
e business continuity planning,

e devel opment and acquisition,

2FDIC, “Uniform Financial I nbttpsi/awatfdicgawegRlationdawgtules60680t ¢ m, ”
900.html It contains the following description of the rating system:

deral banking agencies have 1issuedbgaadhnce

s eicnuvroiltvyi ng customer 1 nf olraeantfioornc,e metn tmuasntd pirtos
gul®Cuetomers must be notified ifaabreascsbnalble
stomer information has oc®Tuhrer efdF IoBEC ihsa sr eiasssouneadt

ank

a,amalnk he variety affd scope of its operations

bxam
nher
a

f th

enthes handbook consists of 11 separate bookle

avai.

Composite ratings are based on a careful evaluation of

financial, and compliance performance. The six key
financial condition and operations are: capital adequacy, asset quality, management capability,

earnings quantity and quality, the adequacy of liquidity, and sahsith market risk. The rating

scale ranges from 1 to 5, with a rating of 1 indicating: the strongest performance and risk

compo

management practices relative to the institution’s siz

least supervisory concern.%rating indicates: the most critically deficient level of performance;

inadequate risk management practices relative to the i

and the greatest supervisory concern.

43 For example, examiners are continuouwshysite at large, complex bankgost other banks have fedicope, orsite
examinations at least once every 12 months, but banks with total assets of less than $500 million that meet other criteria
may be examined every 18 month&.U.S.C.81820(d).

“The “Interagency Guidelines Establishing Information
on the Feder al hRp/wwenmfederdiraseesgevbankinforeghteragencyguidelines.htrithis
covers:

the following types of financial institutions: National banks, Federal branches and Federal agencies
of foreign banks and any subsidiaries of these entities (except brokers, dealers, persding provi
insurance, investment companies, and investment advisers) (OCC); member banks (other than
national banks), branches and agencies of foreign banks (other than Federal branches, Federal
agencies, and insured State branches of foreign banks), comrterdiay companies owned or
controlled by foreign banks, Edge and Agreement Act Corporations, bank holding companies and
their nonbank subsidiaries or affiliates (except brokers, dealers, persons providing insurance,
investment companies, and investmentisehg) (Board); state nemember banks, insured state
branches of foreign banks, and any subsidiaries of such entities (except brokers, dealers, persons
providing insurance, investment companies, and investment advisers) (FDIC); and insured savings
associdions and any subsidiaries of such savings associations (except brokers, dealers, persons
providing insurance, investment companies, and investment advisers) (OCC).

45 “Interagency Guidance on Response Programs for Unauthorized Access to Customer Infamdaflastomer
Notice;” Supplement A to Appendix B to Parts 30, 208, 255, and 364 of 12 C.F.R.

481d.

47U.S. Federal Financial Institutions Examination CourfIEC Information Technology Examination Handbpok
Appendix B to Parts 30, 208, 255, and 364.®fC.F.R, available ahttp://ithandbook.ffiec.gov/

471d. Each booklet has an overview of the subject matter, guidance for examiners, and an appendix listing applicable
laws, regulationsand guidance.
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e clectronic banking

e information security,

e ma neamge nt ,

e operations

e outsourcing technology services,

e retail payment systems

e supervision of technology service providers,
e whol pagylme nt systems.

Nobhankederal Regulators

I addittoi ofnederal bank regulatorsr,i totelser mfaerdkeertasl, r
goveramomsored enterprises in the secondary mort
certain aspects of consumer protection.

Federal RefguSadwristies and Commodities

There arer d¢gwl Steadmsn adfi e stmmeosdh e Securities and Ex3
Commi s(sSiE€Cnd t he yEammadidti ng Commission (CFTC). T
created by the Secuthete WVEECLochamgd dA Cto manfo dli & ¥4

Futures Trading CUMmd sSECGnovVertsods 19ddurities ex
dealers, investment a dvirseogrusd,a saengch amhwetdu aclo nft u md st ;
swap execution facilities, derivatives clearing
futoopmmission merchants, commodity pool operator

Securities and Exchange Commission

The Securities ExclyangestAptdbdfi cbnpanies to discl
financial and ot her irnifloyr nbayt ifoinl itnog tthhei sp uibnlfiocr, mar
Commi s si on. The securities | aws

arebroadly aimed at (1) investor protection; (2) maintaining fair, orderly, and efficient
markets; and (3) facilitating capital formation. They do so by providing clear rules for
honest dealing among securities market participants, including antifraud provisions, and a
disclosure regime that requires the various entities involved in securities markets to
disclose information deemed necessary for informed investment decision rffaking.

As a consequence of i1its responsibilities, the SI
and nonf i natnrcaidaeld pcuobnbpsacnligersg e snuacthi to newn fder aces ai |l er

48P L. 73291.48 Stat. 881.
49p.L.93463. 88 Stat. 1389.

50p L. 73291.
51n brief, “material” means informati on ndetidingwhetherto nvestor o
buy or sell the company’s st oc kK. Fofrhoredetail seed7sCuFaRl 82%l. r epor t e d

The precise definition and its application to specific information is a matter of some contention.

52 CRS In Focus IF1003troduction to Financial Services: The Securities and Exchange Commission {(§EC)
Gary Shorter
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nst insioddadimpgadiadg,e dacoumnst emg

pr ai
i ut securities and the companies t

ohibi
nfor ma
Two key SEC regul aatrReogu ]l oatmi ey bSysteems i €Cympliance
(Regul a®amdh Be€duylation Privacy ofR€gné-umeéonFBnan
PMBroadly speaking, RegghdtonitomySOF ¢sadchiamso ns e I f
th&Fi nahodastry Regul at potroy iAmptlheommeintty c(oFnlpNReAh)e ns i v e
procedures t heir n ofeyc ht nhoel oSgEiCc aoR e gayn$ytaPepim sonbal fiedm st

for

implements the proviGiBdwhiacth trlkeequpmiewa ¢dhet iStEICe t of
ive
s

administrat , techuali)c atlo, iannsdu rpeh ytshiec asle csuarfiet gyu aar
“cus t’ameronrd si mf p2 fnatt o omr ot ect against any antici ]
the security or in¢d&prioypondéteathagecostdsunandho
of such records or informationnwhnvbanctentd tesat
“cust OTnheirs. regulation applies to brokers and deal
advisers registtered with the SEC.

The SEOffice of Compliance I n¥ipsescRtidssokmssdfawmwrd Exa mi

notifatadcgandtities of new emphaseArecicelntheir 1insp
highlighted sigonvemrmamncef amadnadmsk: assessment, ac
loss prevention, vendor mana* gleBmknX, tthreai@GInE ,a laer
the securities industry to the®“iummamtyance of cyt
obserVatt xomisnations it had conduwlctad® ren oarppr oxin

53234 Fed. Reg. 7225D¢écembeb, 2014), applying to entities covered by 17 C.FRRrts 240, 242, and 249.

%17 C.F.R. §248. This regulation “applies to brokers, deal.
advisers that are registered with the Commission. It also applies to foreigre@ident) brokers, dealers, istment
companies and investment advisers that are registered with

55 These other entities includertain alternative trading systems (AT8&)uding secalled dark poolsplan
processorssuch as the national markgstem planand certain exempt clearing agencies

5617 C.F.R. §248.30. The SEC has invoked this authority in one data breach incident. U.S. Securities and Exchange
CommissionR.T. Jones Capital Equities Management, 1Ac4204, September 22, 2015, avhimat
https://www.sec.golitigation/admin2015la-4204.pdf Violation of Regulation S was the basis of an SEC cease and
desist order against an investment adviser, R.T. Jonés&aguities Management, Inc. (R. T. Jones), for failing to
develop and maintain policies and procedures to safeguard Pl of retirement plan clients by encryption or other means.
Following a data breach affecting the PII, R.Thé®@entered into a consegreenentunder which it agreed to pay a

$75,000 fine, to encrypt Pll, and to take other remedial steps, including the appointment of an information security
manager.

57 The role of the Office and Compliance Inspections and Examinations, as explainewebsite, is as follows:

[t] he Office of Compliance Inspections and Examinat:i
administering the SEC’s nationwide examination and i
Washington DC and in theeC€omminduicenesxamminane giomsalofof
registered entities, including brokdealers, transfer agents, investment advisers, investment

companies, municipal advisors, the national securities exchanges, clearing agencies, SROs such as

the Financial Indusgr Re gul at ory Authority (°“FINRA”) and the Munic
Board, and the Public Company Accounting Oversight Boa
https://www.sec.gowaCcie

n
S

o
n
fh ie

%0ffice of Compliance Inspections and Examinations, Uu. S. S
Cybersecurity ExNatonal Bxan Rrograni Risk Algnal.t4,ine. 8, (September 15, 2015

(September 15, 2015) availablendp://www.sec.gowcielannouncementtie-2015cybersecurityexamination

initiative.pdf. The growing attention that the SEC is directing at cybersecudigésissed in an article by Daniel F.

Schubert, Jonathan G. Cedar baum, and Leah Schloss, “SEC En

Cybersecurity Enforcement Actions,” I Cybersecurity Law Re

andSchloss), available attp://www.cslawreport.corgsuel.
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registered investment adoksorAmdsg?2 @A herabil ity
examination priorities are cybBersecurity and Resg

Commodhidtyures Trading Commission

Under the Commodity Fut ubttehse MOFdTeCr niisz arteiqouni rAecdt toof
requirements omeghkatamsg itocsommhy witth the priva
LeaBlhil &§ThAst includes promul gating administrati.yv
(1) ntsouree the security and confide;n2t)i atloi tpyr ootfe cctu s
agast any anticipated threats or haanzda)r(dtso t o t he

protect against wunauthorized access to or use of
substantial harm or inconvenience to any cust ome
Under CFTC “frepudnyidbmsyres commission merchant,
commodity trading advisor, commodity pool operat
and swap dealer subject to wdepfuppbpddcrcesonndfpt
that address administrative, technical and physi
records an®Thef €FMLt has. listed best practices t]
regulations anddgtwiydarhee FpldCotmhtdhgh aSnFk& , nga regul at o

At a discussion held f oCF TsCe cCuhraiitrineasn iTn dmostthryy Muaasr
summarizedcg¢bdfsecurity regulatory efforts as fo

We have incorporated cybersecurity standards intaegulations, [and] required clearing
houses and exchanges to maintain system safeguards and risk management programs, to

59 Office of Compliance Inspections and Examinations, U.S. Securities and Exchange ComiNatsioal Exam
Program: Examination Priorities fo2016 available ahttps://www.sec.goaboutbfficesbciehationatexamination
programpriorities-2016.pdf

80P L. 106554 114 Stat. 2763.
61p L. 106102 Title V. 15 U.S.C. 886801 et seq.
6217 C.F.R. 8160.30.
8The CFTC’ scestare astfollopys a ¢ t i
Designate a specific employee with privacy and security management oversight.

Identify, in writing, all reasonably foreseeable internal and external risks to security,
confidentiality, and integrity of sensitive information.

Design andmplement written safeguards to control the identified risks.

Train staff to implement the program.

Regularly test or monitor the safeguards.

At least once every two years have an independent entity test and monitor the safeguards.

To the extent that thirgarty service providers have access to sensitive information, oversee and
monitor their actions.

Regularly revise theggrograms in light of new riskshanges in technology and business
processes, operations, or other circumstances.

Design and implemermolicies and procedures for responding to unauthorized access, disclosure,
or use of sensitive information

Provide the Board of Directors with anraual assessment of the program.

For more detail, see U.S. Commodity Futures Trading CommisSienC Staff Alvisory No.14-21, February 26,
2014, available dittp://www.cftc.govidc/groupspublic/@Irlettergeneratiocumentsétter/14-21.pdf
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notify us promptly of incidents, to have recovery procedures in place. And we also made
this a priority in our examinatiorfé.

SelRé gulatory Organizations

Certairmegsudlaft ory orgpnivxateoansggdfBRODadions e mpower

regulation to create lamd aegrf crecayed eirmdddsaitarbyd yrtul e s
i nclFuNR%hi ch, to protectstiockesetxehangesennadet hose
them. The National Futures Association (NFA) has
in the retail foreign exchange market

Financi al l ndustry Regul atory Authority

FI NRA n si nde pd wpdreonft g & mmoozta t i on a u tthoo rpirzoetde cbty Con g1
Amer’s canvestors by making sure the secur.ities 1n
writing and enforcing rules governing the activi
appr oxi ma3t2e2l ybr6odk3er s; examining firms for compl:ii
market transparency®FIaMRA ewlausc actrienagt eidn vbeys ttohres . me r
National Associatiomnulie Seeguolifat itehsey DeeavineYrosr,k [ nc .
Ex c ha®% ge .

FINRA has pubyoifs hSRdOsa. direct or

National Futures Association

Among the SROs s’subjjwercifdthdeioc MtRheentsCelkeks€ i ndi vi dual s

companies trading on U. S. futures etdlallengedheand
general category of risk management, i® consider

The NFA manual pr ovi deceysb egrusiedcaunrciet yf oprr onger nabnesr. s

Federal Insurance Regulation

There are no federablesnspanatbtetegol thoss withhe
securit i ehse abguesnicnieesss. off insur ap’@edi swswhewmbijthetr et a s

64U.S. Commodities Futures Trading Commissidtaff Roundtable on Cybersecurity and System Safeguards Testing,
March 18, 2015, available http://www.cftc.govidc/groupspublic/@newsroondocumentdile/transcript031815. pdf

85FI NRA, “About FINRA, ” a v htipd/wbw.fiara.asgabolf 1 N-Regulatéry we bs i t e a't
or ga ni z alable atittps://wwawNaw.cornell.edwex/self_regulatory_organizatioprovides a summary of the

role of the securities SROs and a history of FINRA. FINRA was created putsubatSecurities Exchange Act of

1934, 15 U.S.C. § 780, et seq.

66 Securities and Exchange Commissit@rder Approving Proposed Rule Change to Amend th&@ys of the
NASD to Implement Governance and Related Changes to Accommodate the ConsolidagoMefber Firm
Regulatory Functions of NASD and NYSE Regulation, Inc., Exchange Act Release-bi§,13% > 72 Federal
Register 42169, August 1, 2007.

57 FINRA provides a directory of SROs on its websitatgt://www.finra.orgindustryiveb-crd/sro-directory.

68 The NFA was created pursuant to the Commodity Exchange Act, 7 U.S278&t seq. For further information,
seeNot e, -Frluondkd s Failure to AdRegud a€bT¢g Ovenanight i ofi Ral £ ma
Columbia L.R. 69 (2013).

69 National Futures Association, "9070IFA Compliance Rules-2, 236 and 249: Information Systems Security
Programs," August 30, 2015, availablétip://www.nfa.futures.org/nfamanual/NFAManual.aspx

“The McCarran Ferguson Act states that “[no] act of Congre:
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data breach involving an insurance company s

inves t'iHpawteivenc.ert ain federal ¢ f Mesr,a gsbmadcdh as

Bl il

tate

the p

d’s phati fically impose cybersecurity require m«
These laws arebgemkeadldytendotrkbedities.

Accor dGRaSg Itno WdcABmt Adduct i on to Financial
by Baird Webel

Each state government has a department or other entity charged with licensing and
regulating insurance companies and those individuals and companies selling insurance
products. States regulate the solvency of the companies and the content of insurance
products as well as the market conduct of companies. Although each state sets its own laws
and regulations for insurance, the National Association of Insurance Commissioners
(NAIC) acts as a coordinating body that sets national standards through model laws and
regulations. Models adopted by the NAIC, however, must be enacted by the states before
having legal effect. The states have also developed a coordinated system of guaranty funds,
designed to protect policyholders in the event of insurer insolvency

*kkkk kkkk

The DoddFrank Act f.L. 113203 in 2010 significantly altered the overall financial
regulatory structure in the United States, but it largely left the-statieredinsurance
regulatory structure intact. The areas where the act did affect insurance regulation include
(1) enhanced systemic risk regulatory authority, including authority over insurers, was
vested in the Federal Reserve and in the Financial Servicesighte€Council (FSOC), a

new council of regulators headed by the Treasury Secretary; (2) oversight of bank and thrift
holding companies, including companies with insurance subsidiaries, was consolidated in
the Federal Reserve with new capital requiremedted; and (3) the creation of a new
Federal Insurance Office (FIO) within the Treasury Department. The-Bradtk Act also
included measures affecting the statewersight of surplus lines insurance and
reinsurancé?

any law enacted by any State for the purpose of réggl#ie business of insurance, or which imposes a fee or tax

upon such businessnless such Act specifically relates to the business of insurdteé).S.C. 1012 (b}or
information on state regulation of insurance companies and current federal $e&@RS In Focus IF10043,
Introduction to Financial Services: Insurance Regulatioy Baird WebelandCRS Report R44046nsurance

Regulation: Backgrood, Overview, and Legislation in the 114th CongreysBaird WebelThe website of the
National Association of Insurance Commissioners (NAIC) includes information on state laws governing security

Servi c

breach noticed\ational Association of Insurance Commission&ér§, p e c i a 1 Section: Security Brea:«
availableat http://www.naic.orghdex_security_breach.htm

"I In February 2015, the NAIC launath@ nationwide investigation into security at health insurer Anthem Inc. after a

hacker gained access to a database containing personal information on 80 million cuSesnelise NAI C’ s Ne ws
Release, “State InsuranSt@eE€mmmiag s omnofs AGahl mf §r (Mebtmary

at http://www.naic.orgRelease®015 docstate_regulators_call_for_multate exam_of rdahem.htm
72Title V of P.L. 106102 113 Stat. 1338.
73 Available athttp://www.crs.govgéearchihsuranc@&20regulation
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Ot her Regulators

Federal Tr aden Commi s s

ThERederal Tradet COMMBTCs At 0 )F Telsnt alPldtplked t he
consumers fommuunftaiepth ®Ehae¥FTCphastiuised.this aut
enforcement actions against gvatroi opurso teenctti tcioenss,u nseu
information store® on computer systems.

The FTC altshoe epmfiovracce(sLBAoddti se o nsomfumer protectdi
Und@GIkBA FsTCaut horfityacoivealsi netrmt uohneéns s broadly
i nucdle all “bugnmeisscsa@&stnl prowgageg finawe¢halk produc
than those subjectotthoe rp rfiendacfrya ¢ rfeegeduglmahtdit obma mbkyi ng o
security regulatorsedr state insurance authorit

t (
1

The FTC has promul ga taelfdi ma meigalls aibn setwittr tgpiudintss n g

juris’dioctaidorpt administrative, technical, and ph;
customer PhHe rfmhfutomar ity t o pd odeceeceedp taigvaei npsrta cutnif.
which does bmmtkseg x ts@and notgosr eadsi st @ eninai tgi n@i,ahse rbse, e n

the basis of over 50 cases that the FTC has brou
financial compani e snf aaicrc uosre dd eocfe petni gvaeg ipnrga citni cue s

person®Alf tdeanpdcai nts that its criteria for taking
the FTC published a gtiliOd ep rfaocrt ibcuasli nleesssseosn st hbauts i onf
fromTtChe5S ¥+ data sc¢endibyistlyldmsattsses specifi
explains why the FT® did or did not take action.

Federal Housing Finance Agency

The Housing and EconémreaRedovaey FAderafl HOMS i n
(FHFAt o replace the previous r esgpuolnastoorresd oefn ttehrep rt

7438 Stat. 717

5 Section 5(apf the FTC Act prohibit§unfair or deceptive acts or practices in or affecting commercé5.U.S:T.
845.

76 SeeCRS Legal Sidebar WSLGO3Bhe Fed r a ! Trade Commi ssion’s Regulation of D
Deceptive Trade Practiceby Gina Stevens

7715 U.S.C. §6805(b).
816 C.F.R., Part 314.
7915 U.S.C. 45(a).

80 For a report on recent FTC data security enforcement actions, see U.S. Federal Trade CorRetesairade
Commission 2014 Privacy and Data Security Updatailable ahttps://www.google.corséarch@=
Federal+Trade+Commission+2014+Privacy+and+Data+Security+Upitede$8& oe=utf-8.

81U.S. Federal Trade Commissidtart with Security, A Guide for Business: Lessonsreshfrom FTC Casesune
2015, available dittps://www.ftc.goviips-advicebusinesscenterguidancedtartsecurityguidebusiness

82p L. 116289 122 Stat. 2654.
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(GS®¥si))Fanpnie Mae, Freddie Mac, )Jan HFAeh&¥edgentr &
safaemrsboundness regulatorGSEtuthority over the thr

I n adidi toin September 6, 2008, FHFA placed Fanni
conser vAg ocrasths or e a s etmhee FHFtAhor ity of the boards
management and has broad contr®1 and oversight

€

C

FHFA hed amsAdvisory Bulletin on Cyber Risk Mana

Freddie Mac, and t heBIFte dperroavli‘/pdieosm esizlvéecahs aBiadn k s .
¢c hnmd wignpanflponent s for cyber ris kmemtnage ment

hoRae R

otection of sensitive, confidential

Farm Credit Administration

e
artoai pancolvuesriaolnl orfi s k mana gemerntty, racslsaectsisomesnhti pos
r , Or persor

I

The federal gd&dbeenmentehasatk dnrgend iats siusr ianvga itlha bl e
ar & he Federal Far*mrleamam dAcwthadf ils9ltéboday the Far
Admi ni (tFrCaAAt)ywhnc h ogiewesresemo tswor e d GSEBseept ede by (
the federal go vtetrancmieflniitit atrtoce i nmagk eolfa halbiger ni fcaurlmm uCr e d i t
System (FCS) and thaetiBader ldrigem)althiectnfia rach M
Credit A%tonosfollidd7alt ed and revised several farm c
Farm CrediteSystwoemxtéadi gmedit to farmers and r
owned banks and credit associationhe Fhrm syster
Credit Administration.

The other agraircmelrt uraacl, -oGWSnEe sdt @ o lddh endankdeasr ya msa r ke t i
agricultural real estate mortgages, rural housir
was created by the AgrocadtabhlsKkraedse¢cdondany m8
agricultural real e s’tTahtee Faanrdm rCurreadli th oSnyes tneonr tRgeafgoe
gave Farmer Mac further authoritybatokpdrchase ar
securities with guaranteed payment of principal
securities tasbelebdeosher re

The A has mno regulation t hthatv isnpge cshafiidc atlhlayt ,a dtd r

F C
agens2®l16 Regulatory ProjectYeRlianonsctwdessrcemd:i

83 A governmenisponsored enterprise (GSE) is chartered by Congress for a public purpose, but is owned by
stockholders. Fannie Mae, Freddie Mac, and thefadtHome Loan Banks were chartered to improve access to
homeownership and affordable housing.

8412 U.S.C. 88451%t seq.

85 The boards and management of Fannie Mae and Freddie Mac continue to run the enterprises, subject to FHFA
approval on major decisianThe boards and senior management in place at the time of the conservatorship were
reconstituted. FHFA provides information on the Fannie Mae and Freddie Mac conservatorships on its website,
available ahttp://www.fhfa.govConservatorship

8%Available on t hhitp/BEvEfAd.govBupentisionRegulatioAtvisoryBulletinsPageshB-2014
05-CyberRisk-ManagemenGuidance.aspx

%For a history of federal laws providing farm credit
FCA and F CS,hitps:Hwwa.icd govdbbuthistaryhistoryFCA_FCS.html

88 For further informationseeCRS Report RS2197Agricultural Credit: Institutions and IssugBy Jim Monke
89p L. 64158. 39 Stat 360.

9012 U.S.C. 882001 et seq.

91pP L. 106233

s see
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The FCA is required to conduct a periodic examin
e
e
0

mation technology r e giutly,t inounlst itfoa catdodrr easust hier
ybeé®¥security.

System (except for fe&Cegbalr sleamd ibhaynk sa sasno dinditeir @r
t hes teixamamsi.naThe FCA Examination Manual i1includes
component in t%Ions ee xeaxmaimiinnagt isoencsum $ t iyt ut Kk emi ner s
“I d ] eitnéef thbeo aa mdtha na g ehnmevees t abd nhdhiendt af hedt i ve
secuoavididyien s t istfuatciiobny t t @ mde,dti laptt o caensdt ovri e a |

infor fhabfuisoimpeesmnsa t'PIohes examination is based on the
Handbook and focuses on risk management and assc
and internal controls

Sel efiadnci alDaStear vSiecceusmntdy Lav
Il mpl e meRd¢ g mlgants

Maj or | aws tsheactu riintcyl updreo vdiastiaons af feictdhgdde he i
Do dFdr a°htkh ¢ Gk @ aldrlhi Acety t h e FRaeipro rCtriendgi tAct of 1970,
Accurate Credit TYamBatt$adOmdse Ac Ac®®Ifto 2ndiDgBh)t2 .b e

noted that ltalwsr @ whnabdt sgpreci fically directed to
financial pr chdaweet sa,n whnipcalh tmaoy t hsefcubhgygr feananctyu
institutionhheFébleaé¢xhmpheprance Portability and /

( HA®%°and the Health Information Technology for E
imppsyée vacy and security stand&Frdsncehbhdtimgtt o6uh:e

2Farm Credit Administration, *F attps/Rwwfeapatawperfyplafhtd j e ct s P1 an.
%312 U.S.C. §2254(a).

“See Farm Credit Administimdtoiranm,t i°ohx dlmichhttp/fivevgfcadddvh mavlai 1 abl e
examinfo_tech.html

BFarm Credit Administration, “Security: Essential Practice:
Section ( Oct ob e htp2vamk.fca.govexaminfa tedh.htim This publication states the following:

This is accomplished by:

* RiskAssessmeptEval uate the adequacy of the institution’s
information security. Key elements of this process may includenm g ¢ me -assessment e 1 f
of the IT environment (threats, vulnerabilities, and compensating controls).

+ Risk ManagementEvaluate the risk management process used to identify, control, and
mitigate security risks.

+ Board and Management Oversighfssesghe adequacy of information security
oversight by examining security policies, procedures, plans, and controls. Oversight
responsibilities also extend to all outsourced services and contractors.

« Internal Controls-Evaluate the effectiveness of preventivel detective controls
designed to identify material deficiencies on a timely badisat 51.

%P.L. 111203 124 Stat. 1376.
97p.L. 108159 117 Stat. 1952.
%8 P.L. 107204 116 Stat. 745.

99P.L. 104191 110 Stat. 1936. For further information on HIPAA security standard€,R&eReport R4399HIPAA
Privacy, Security, Enforcement, andeBch Notification Standardéy C. Stephen Redhead
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e are adltBAhnmndvigesimenrnsally prohibit, subject
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d. pAgs tdiescus s ed itnh etshee pproevmindyiotm €s efcrtoino n ,

ining cusobdDmerfimdolynaftalosmde®Apurttehttodrmisteys .t o 1 s s 1
lations under thesteolpa o0HFRB;onsnftharsc dmemt dau te
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Wyessica M. Lewis, “HIPAA: Demyst i f yNonhCarolihaeBankingpl i cati ons f
Institute Journalvol. 8 (2008), pp. 14164 available ahttp://www.law.unc.edgburnalshcbank¥olumesyolume8/
citation-8-nc-bankinginst 2004 hipaademystifyingthe-implicationsfor-financiatinstitutions/ and NACHA,

“Compliance Guidelines for Finmnancial Institutions in the H
Secur ity Ru lhitps://Healthcare nadha dsgeshealtheare.nacha.oftgs/files/
FI%20Compliance%20Guideling8102012%20Update.pdf

1045 C.F.R. Part 160 and 45 C.F.R. Part 164, Subparts A and C.

102p |, 106102 The privacy provisions discussed in this report are in Title V of GLBA and codified at 15 U.S.C.

§86801 et seq. Regulations implementing the data safeguiedse at 12 C.F.R8390(0CC),8208 (Fed)8364

(FDIC), 16 C.F.R8314 (FTC), and 17 C.F.B248 (SEC).

10315 U.S.C. 86801(a).

MGLBA, 15 U.S.C. §6809(3)(A), defines “[flinancial institu
engaging in activities that are financial in nature or incidental to such financial activities as described in Section 4(k) o

the Bank HoldingCmpany Act” (12 U.S.C. §1843(k)). As originally ena
other secondary market institutions were not included. 15 U.S.C. §86809(B)(EBubsequent legislation added the

CFTC, 7 U.S.C. 8/2.

5T n r e s p o n srequitement@dnBerning the safeguarding of customer financial information, the National
Conference of State Insurance Commissioners issued “Standa
Regul at i on https:/wwvegodgle.totskarchitgrammleachbliley+safeguards+insurancég-utf-8&oe=

utf-8.

10615 U.S.C. §6801(b).
10715 U.S.C. §86826823. This is subject to civil and criminaénalties.
18p | . 10610288504 and 505, 15 U.S.C8§68046805.
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ThETE€nf otrhceesse s pwiatsh t Hasnpye citns t i t ution engaged 1n

providing, financial services to customers who
account or rtelationship wi tWThihse iimslkwdngps.c pfnoron
checaks hing businesses, payday lenders, mortgage
or real estate appraisers, prof sasfseigommlardd sa@ asxo pr et
applies to companiesesl mmknedoammade dict tATMopmrtrimd @ ha g e n d
that receive information aboutM™t he customers of

Sar baOwxelsey Act of 2002

Sectiohn hSéa0rdb-@onfkAcyt o'f'r @  Ot2hraets annuawi trke ptord sSEG I e
pur s utamhe Seowcahange sAEx of 193 4 vialdawlanwd e na onia nang ecm
contThedrseonmes specuhat $B@ thac¢onsidering this as :
“aut horitlyi mfer ma thie ojon o h & cphuhbeltiocgldyeng a ¢i*’ e s .

Thei sclpasowrisi ons discussedhherarazpplyuti o edott po 1f:
undSeerct i ons 13 (8kcariibed) Eat'AThhhigse iAncct] uodfe sl 9c3odmp ¢
with stock tr adegdfsogrne ingant iaonnda 1d oenkecahdsiescus p oif vat e 1 s
as dhbatc ked sBachkrlidiirerg ¢tbmpdni dao)] dindg imesmprandi ¢ s

depositories are required tsol hfei lbea nski mielgaurl art eorosr t
SEC hbayver e ggil m¢en omhose affected the option of i
of disclosure standards, or to file two reports.

Fair and Accurate Codd2®0 0Bransactions

ThEaamd Accurate CrdFACTMAae pdewdi éns rACredit Rep
Act toregwlatrery ecalgoepn ciideesn ttiot.Vdheeth e 8 ' gim¢amdda ne s
and regul f*pomtseomsg,] imractices, and specific for
possible exis ttB*iPcuer soufa nltd gtnos 1t#fliiGo hewdl¢e hel banking,
creditansddaconiti chsa viece prelent exwggutadi bas as well a

10915 U.S.C. §6827(4)(A).

1y, §. Federal Trade Commission, “Standar ds Feflesat Safeguardin
Register36485, May 23, 2002.

111p|. 107204 116 Stat. 745, 7895 U.S.C. §7262.

128e¢ee, e.g., “The SEC’s Two Primary Theories in Cybersecuri
Jonathan G. Cedarbaum, and Leah Schlauss. Cybersecurity Law Report (April 8, 2015), available at
http://www.cslawreport.corigsuel.

usp| . 73-291.

14p | 10815988114 and 216.3U.S.C. §681mand15U.S.C. 8681w
1515 U.S.C. §1681w (a)(1).

1615U.S.C. §1681m(e)(2)(A).
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regul@adviemmsdsnpgo stahle of cust’Pmer FCAflbhasmanaotonfied fo
i nsttiiotnus t hat it may examine thefd® for compliance

Bank Protection Act

The Bank PHdicettontAet fedehal FbdnkFDPEGulandr®CC
establish minimum security st dmaadidscdwragdpanks a
robberies, amuWr gdlaacicmds es and taoapps e hosfh spiemrnstohnes i d
who commi 'l suichchwdss no m¥ntion of cybersecurit

Bank Service Company Act of 1962

Thd8ank Service CoFmpuwmdanhyi zAcetd tohf& DII9CE D amalg WOICLt e and
examine compawicds att md tc ¢ §i ..teoh ebcakn kasnd deposit sort

posting, computation and posting of interest anc
mailing ofmehtsksnostiats, and similar 1tems, or
accounting, statistical, or simil)dMafnuyncti ons pe
small banks outsource Rsedmannagrt salgd eTuefmr dtdhre ptelwearcst i v
Federal Crelde t NOUWNAoaedAat similar regulation whiecl
credit “davoweptden sedMrity program

The federal banking agencies and the FTC issued “red flag
72Fed.Reg.63718 For information on the “red flags” rules and regu
became effective on May 20, 201ge“ I dent i t y T h e fhitps:/Rwvw.seddoutfe/smallRuséeog/, ”
identity-theftred-flag-secg.htmFor informationonth® TC’ s “red fl ags ” geeflFd.ght6 n@. F. R
Identity Theft wihttps:/ . ftc.gRtipsiadvicébusinesceRtarduidancdighting-identity-
theftredflagsrule-howguidebusiness The FTC’s Disposal Rule became effective
(November 24, 2004). The federal b a DisposalpfConrsgmerl at ors issued
Information Under the Fair and Accurate Credit Transaction
Other regulations which have been issued are: 17 C.F.R., Part 248 (SEC), and 12 C.F.R. Parts 717 and 748 (NCUA).

18SeegFarm Credit Administration Information Memorandum, “FTC
Identity Theft Red Flags, and Address Discrepancy Provisio
http://ww3.fca.goweadingrmihfomemolLists/informationMemorandumBispForm.aspx®=200.

119p 1., 90389. 12 U.S.C§818811884.
120|mplementing regulations (e.g., 12 C.F.R. 88 24114) reyuire a security program, designation of a security officer,

and annual reports to the bank’s board of directors with r
safeguards and security devices.

121p | . 87856. 12 U.S.C§§1861-1867.
122p | 87856 §3. 12 U.S.C. §1863.
12312 U.S.C. §1766(a).

12412 C.F.R. §748.0. This rule covers some aspects of cybersecurity as well as physical security. It includes a

requirement that the security program have a breach notice response component and thahitdsdlesigo “[ e ] nsur e t h
security and confidentiality of member records, protect against anticipated threats or hazards to the security or integrity

of such records, and protect against unauthorized access to or use of such records that could resuliahtsannstan

or serious inconvenience to a member.”

P

L}
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The Health Insurance Portability and :
and Hehael th Inf ahmotliogy TFTeor Economic ar
Health Act of 20009

The Health Insurance Port aHillIPiMAp samdneAdedau btya b ihl
Health Information aTred h@loil migeya If o HEER BB ritc of 20
cr e antaet i o n adlf osrt ahnedaalrt h care providers, health 1ns
clearinghouses, andtohedmphysvimiceyh sa nads ssecivatiadsy r
for paper and el eletterqouniirce smecdoivcearle dr eecnotridtsi e s , S 0om
providing financial services for healctlhascsare pro
mail ori nedmaviild uwdwlys aatlhdat &d s accvheerqend tremst ictf iy e s
thSecretary of the DepartmesntobdfbHeathbsaafdf dHaomar
individual shie ss maulsltetbebreapontr g'®anouahtySe

Executive Orders

Currently, one preexdemntialbl rdeisdecdcthieve rand ctawo r o
services ienc otnlddmynat i onal

FijPsrtesidential PoRil)Gr Diirealt i e d daahsdt( PP Dt ur e
Resil™ensagd on February 12, 2013, revoked Homel
(HSPDP'lidentified the cureemndctlérscritnchddimgrfiisi

125p L. 104192 110 Stat. 1936. According ©RS Report R4399HIPAA Privacy, Security, Enforcement, and
Breach Notification Standardby C. Stephen Redhead

The [HIPPA] Privacy Rule does not specify the types of safeguards that need to be implemented to

protect . [ “protected h ethelpurposeiofithe companioni on”] fr om misu
HIPAA Security Rule under which each of the safeguaradministrative, physician, and

technical—is composed of a number of standards. The security standards are designed to be

scalable to the size and complexity of the coverity, as well as technologyeutral. They

include implementing security management policies and procedures, workforce security

procedures, facility access controls, and controls on access to information technology (IT) systems.

Each standard consistsarie or more implementation specifications (i.e., detailed instructions for

implementing the standard). Covered entities have considerable discretion and flexibility in how

they implement the security standards.

12645 C.F.R. 8160.103.

127 Business associatase entities that create, receive, maintairtransmit protected health information for specified
claims processing and management activities.

28Jessica M. Lewis, “HIPAA: Demyst i f yNorhCarplinaBarkingpl i cati ons f
Institute Journalvol. 8 (2008), pp. 14164 available ahttp://www.law.unc.edydurnalshcbankéolumesyolume8/
citation-8-nc-bankinginst 2004 hipaademystifyingthe-implicationsfor-financiatinstitutions/ and NACHA,

“Compliance Guidelines for Financial Institutions in the H
Securi y Rul e s , hitpsi/mealihd¢are bacha.osgéshealthcare.nacha.oftgs/files/
FI%20Compliance%20Guidekes08102012%20Update.pdf

2HSPD7, “Critical Infrastructure I [dublicPapefsiofcthe PresidentsofPr i oriti z a
the United Statesseorge W. Bush, 20d8Vashington: GPO, 2003), pp. 173945, available dtttp://www.gpo.gov/
fdsyspkg/PPR2003book2pdf/PPR2003book2docpgl739.pdf This superseded Presidential Decision

Directive/INSG6 3 o f May 22, 1998¢ PrCatidaddtciadn I hfrastructu

10Executive OrderPPR 1, “Directive on Critical PublidPapersofthecture Securi
Presidents of the United Staté&3arack Obama, 2013p. 212, available alttp://www.gpo.govidsyspkgDCPD-
2013000923df/DCPD-201300092. pdf

131 Homeland Security sidential Directive 7 (HSPD ) Critical Infrastructure Identification, Prioritization, and
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services, thed Depagimeazduny thethé¢iBRREomncty
out BShmrad egi as mpol howwes

1. refine and clarify functional relationships .
adawmce the national wunity of effort to streng
and resilience,

2. enable efficient information exchange by 1ide-
requirements for the federal government, and

3. impl ement an i nitse gfruantcitoino na ntdo ainnafloyrsm pl anni ng
operational decisions regarding critical 1inf:

SecpopnHBxecutivel @Oprdevi ngd 6CG6i,t i cal JH¥¥aasitsuwdedre
on Februargrd@red@a0OfiBe Nationmd Tencshtniotluotgey o(fNISStTa)n
devel op a baseline cybersecurity framework that
infrastructure sectorAddiitn®lhad#dmpg tfeifnanaigalncsyg r v
Treasury was direDRapar ttme ctonsful Home ltchn d hS®ecur ity
Management and Budget, and the National Security
regulations should be modified considering curre
Thir&xecutivel Oprdevi dBdr6i8hly 8 Consumer™Financial
was 1ssued on Oct ofbeedre rla7l, a2glelndc.i elst tdoi riemeptreodve t h
consumer financial transactions by purchasing ctl
chip and RERBNdpayYmaen to fCthiipi aaln dp wPrlcNhassesgenerally c
secure than the chip and signafTheaeaddisttieonn ble i ngc
is effective only if both paymnmexacte pot€ ffrocrnal s and
gover nment payment cards, mo s t new payment car ds

St altaews

Basic State Authority

In addition to ¢t ,hef imrarmnacy adf ifnesde rtault ilomws mi ght b
protectionaddtai semarethkhikely that fseweh ad llyaw wi
i ns utraeddeasr t e raendd btaon kost her financial i¥stitutions

Protection Public Papers of the Presidents of the United States: George W. Bush\2@8@ington GPO), pp. 1739

1745, available dittp://www.gpo.govidsyspkg/PPR2003book2pdf/iPPR2003book2docpgl739.pdf This

superseded Presidential Decision Directive/NB@ o f May 22, 1998, “Criidentifiedl I nfrastr
10 critical infrastructure secto(mcluding banking and financend designated sectepecific agencies to collaborate

with other federal agencies, state and local governments, and the private sector to conduct vulnerability assessments

and to encourage risk mitigatiofss the sectespecific agency for banking and finance, the Departniethizo

Treasury coordinates technical assistance and consultation to identify vulnerabilities and mitigate incidents in the

financial sector

¥Executive Order EO 13636, “1 mpr ov Federal Registeti73921744,] nfr as truct
February 19, 2013, available hattp://www.gpo.govidsyspkg/FR-201302-19/df/201303915.pdf For more about

this executive order, s€&&RS Report R42984he 2013 Cybersecurity Executive Order: Overview and Considerations

for Congressby Eric A. Fischer et al.

BMExecutive Order EO 13681, “Improving t FederdRegistari ty of Cons
6349163493, October 23, 2014 availablendp://www.gpo.govidsyspkg/FR-201410-23/pdf/201425439.pdf

134 At least 12 states have laws addressing data seclrignsagArK. CoDE § 4-110-104); California (GL. Cv.

CobE §1798.81.5); Connecticut (Conn. Pub. Acts No168); Florida (EA. STAT. 8§ 282.318, 501.171); Indianaugl.

CoDE § 244.9-3-3.5); Maryland (M>. CoDEANN., Com. Law § 14-3501); Massachusetts (201abk. CoDE REGS §
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Moreover, state t afgpliynestmernatnsce c ompamncecisaland t o
firms that are not comprehensivdlmgndageuhratdd] bypr
compafpaeyday lenders, check cashers, finance com
origifBheores .are aildsaewndare geimadidiyncoveroitng secur
publiclyregasdetdatandn anld arleeprosr tainndg tsot foscbkb ebkr eonkde rtsh
scope of this rgpbation df sfu@amdndedB8anki cSt5at d
Super¢yCSB&geantral sour oa B dmntienbamMahteigonm e gul at i
websitNoowtfthtAmerican AssociatienaofisSdaldr stoue £ eA
information about state securities regulations,
regardi-dgabeoker

State Laws CRagquineirn®odfi fDatad i Bmeaches
Al t hough there areiatl sl di'the it htelolRLA22 2B D r Patc &
Security5 Actepdr 2&d out of the CO&mmD®6ttltheee Dant aF i n a

Security5SActefodr2dd to the Committee -©n Commerce

curr,e ntthleyr e is no federal law that requires

fi1na

data breachesr wbHelWwmveg, ma herovyg of the states ha

conswmmée¢n fication of daPRlifAbrceowadliag ¢ omphemiNa
Conference of Staé7Lsegastatpltes (NESD)stri

itn @n
ct 0

f
Guamnd the Virgin Islands have data breach notif

services within t hSet aitned,i vciodmmeoln weuvarlitshd,i catnido nt

serri

information and haoawtmdny at dtodda it e qdaufi rtglpeesne [ a ws d

hosnd whbas umer s are to be notified.

17.00) (issued pursuant toAgk. GEN. LAws ch. 93H); Nevada (&V. Rev. STAT. § 603A.210); Oregon (®© REv.

STAT. 8 646A.622); Rhode Island (R.IEG& Laws 8 11-49.2); Texas (Ex. Bus. & Com. Cope § 48.102); Utah (tdaH

CoDE § 1344-201). Otherstate laws may impose data protection requirements on information held by the state
government. For example, Montana recently enacted a law requiring state agencies that maintain personal information
to develop procedures to protect that data. H.B. 123(3215).

135 An industrial loan company (ILC), sometimes called an industrial loan bank, is-&lst@tered bank and regulated
financial entity that can be owned by commercial firms that are not regulated by a federal banking agency. If authorized
by stde laws, ILCs can have branches in multiple states. Many ILCs are owned by retailers and automobile companies
and concentrate on providing parent company customers with financing. In some states, ILCs can accept deposits,
which can be FDIC insured.

136 For ekample, Texas supervises check verification compabi&s. Congress, House Committee on Financial
Services, Subcommittee on Financial Institutions and Consumer Credit, Testimony of Charles G. Cooper, Banking
Commissioner, Texas Department of BankiBgamning Regulatory Burdens on Nddepository Financial
Institutions 114" Cong., ¥ sess., April 23, 2015, availablerdtp:/financialservices.hoagyovlUploadedFiledAHRG-
114BA15-WStateCCooper20150423.pdf

137 An example of this type of information is Conference of State Bank Supen@drsrsecurity 101: A Resource
Guide for Bank Executiveavailable ahttps://www.csbs.or@yberSecuritypocuments/
CSBS%20Cybersecurity%20101%20Resource%20Guide%20FINAL.pdf

138 For more information on state regulation of securities, see tht Waorerican Securities Administrators
Association ahttp://www.nasaa.org/

139 For further informationseeCRS Report R4432@ata Security and Breach Notificatiaregislation: Selected
Legal Issuesby Alissa M. Dolan

140 National Conference of State Legislatur@scurity Breach Notification Law®ctober 22, 2015, available at
http://www.ncsl.orglesearctitlecommunicationandinformationtechnologysecuritybreachnaotification-laws.aspx
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Payment sSecdrlhguStapdards2C0anbyl Amédounaadr dE
cover, JCB Int,eamd aVidenvad Ip @ pMsa,s t eariCnatradi n s , and
ment Card Industry Data Security Standards (I

[m]aintaining payment security is required for alliBes that store, process or transmit
cardholder data. Guidance for maintaining payment security is provided in PCI security
standards. These set the technical and operational requirements for organizations accepting
or processing payment transactions, &mdsoftware developers and manufacturers of
applications and devices used in those transactns.

“INew York State Department of Fi na n cthefinBncidirstitutidng es “ Who We S
regulated by New York State

142 For a list of cybersecurityelated DFS pronouncements, bé://search.its.ny.gosearch@=cyber&btnG=
Searché&ntqr0&ud=1&sort=date%3AD%3AL%3Ad1&utput=xml_no_dtd&oe=UTF-8&ie=UTF-8&client=
dfs_frontend&roxystylesheetdfs frontend&ite=dfs_collection

“Benjamin M. Lawsky, Superintendent of Financial Services,
December 10,2014, availabletdtp://search.its.ny.gosearchg=cyber+security&tnG=Google+Search&d=1&sort=
date%3AD%3AL%3Ad1&utputexml_no_dtdoe=UTF-8&ie=UTF-8&client=dfs_frontend&roxystylesheet=
dfs_frontend&vc=200&wc_mc=l&exclude_appsk&site=dfs_collection

1441 ¢t
NYDF

hony J. Albanese, Acting Superintendent ofewNew York St
S Cyber Security Regulation Rehtp/iwwwedfsenngowdbhoitt Nove mber 9,

letterspr151109_letter_cyber_security.pdf

Y5)1d. Amonghe “key regulatory proposals?” ar eparfypérvice Prdvidec uri ty Pol
Management, MultFactor Authentication, Chief Information Officer, Application Security, Cyber Security Personnel
and Intelligence, Audit, and Notice GfyberSecurity Incidents.

“payment Card Industry Security Standard Council’>s descrip

website
War d

ahttps://www.pcisecuritystandards.gogi/_security/ For further information, see Robert J. Pile and Kristin
Cleare, “Pros and Cons of Itaw36QMachh20dd Card Data Secur
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Banks issuing credit and debit cards, merchants
transactions 1 nvosluvbijnegc tc atrad Icpicagyd atrciameiidsayRalCobe t h
DSStandards addrd@hsifaf@ldaverseéeonr dfyoirhe PCI DSS
assessing security pftomepdurseess raumsi nli ImSu mp asgeets oafn d
protecting|[ bawttelo ssnutpoetdrasteade 1 ocal or regional | aws
or ot her 1 e B%A mornegfhtilg del mlesmtt ada. dt ehrebwfi onlgl:

e Do not wuse default passwords.

e Encrypt cardholder data when transmitted ove:
e Track amdaménacteess to network resources and
e Regularly test security systems and processe.:

Independent qualified security assessors are use
cases. The rules are enforced by a series of cor

Oneowgp of contracts 1is between a card brand, suc
and the banks that 1issue the payment cards or pt
between these banks and those mx caempdSiilmgrted Ilasd 1 pa yr
of these contracts are private busined®s transact
An exception to tthiess ocooomuress twhneenc otdh ee xpmanipm ies 1 on s
the 1itigatiolhar rmrgestuldaitnag bftrrleoanc gtahoetf i € Ot1h3ems ¢ o duc e d
pr oviisnitoonse’i dence

Conclusion

Oversight of financial services cybersecurity re¢
of statel awd, fedgwelhdutl@gmusi ddsypeasdcurity is a cri
component of protecting the vital sseatvdrces to t}
Maintaining the confidentiality, security, and i
critical tthe slwsvtea i aolifln @wsu sbtu swhniecshs e s and cons umer
financial stea viwppl i ndastirgye sr @omo gvthii tcithot hefy tdko e
importance of the information systems that suppc
incredevogkydy xtybenmtscemcdmns by i1issuing regulatio
of guidance.

As discushe df hdaemankmpnpgpawee si ghtci@afl tslkea tfoirn incl ude
cybersecuritty hadsintolvesecpndaspetypPpes ofcowreas
voluntary cooperation.

e Depository institutionspraurdee nstuibajle crteegdu ltaot icoonmyp
supervisiyoananflosounafdat s s .

147payment Card Industripata Security Standard: Requirements and Security AssessmeertiBres Version 3.1
ed. (2015), available &ttps://www.pcisecuritystandards.aldgtumentd$?Cl_DSS_v3l.pdf

1481d., at 3.

149 For some information about payment system rules, see MasteAtamijnt Data Compromise User Guideine
26, 2014, available #tttps://www.mastercard.comgimerchangdf/Account_Data_Compromise_User_Guide, @ifd
Visa, Visa International Operating Regulatign®ctober 15, 2013, availablel#tps://usa.visa.comamlV/COM/
downloadmerchants/isainternationaloperatingregulationsmain.pdf

150|n Re Target Corporation Customer Data Security Breach Litigation, U.S. District Court, D. MirviD{14
25220PAM/JJIK), available attp://www.sitelevel.congueryzrid=18c705dd&uerydn+re%3A+Target
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e The

ma j o

regulation. ThisSR@snsushsaoftha nataypgnefl
reg

exchanges and securities ¥®ssociations

e Some federal agencies are charged with

federal securitierse griengeu Itahtaotr sma nwlhaot easd m
disclosure of material 1nf,oromaetrisoene btyhep ubl
r components of the secusrerltfies industr

S

i

speci f

that applythe prodncfalofervices industry.

e Some federal bawardelqmhiirceh faipnpalnyci al i nst i

safeguard information.

tutio

e BotCongawdds¢sh the enactment of the Consolidated

20fand the rexrachtipeesbuiaest ofdexacet i ve
encouraging voluntary cooperation among

o)
O wn € |

infrastructure, including financial services

practices and procedures beat theyeHot d

safe

which is c¢ritical to U.S. mnational security.

There is every indication that there wildl
and state levels.

Glossary
CFPB Consumer Financi&rotection Bureau
CFTC Commodity Futures Tading Commission
CHIPS Clearing House Interbank Payments System
CSBS Conference of State Bank Supervisors
DFS New York State Department of Financial Services
EO Executive Order
FACT Act Fact and Accurate Credit Transactions Act
FDIC Federal Depositnsurance Corporation
Fed Board of Governors of thd-ederal Reserv8ystem
FFIEC Federal Financial Institutions Examination Council
FHFA Federal Housing Finance Agency
FINRA Financial Industry Regulatory Authority
FIRIRCA Financial InstitutionRegulatory and Interest Rate Control Act of 1978
FSOC Financial Stability Oversight Council
FTC Federal Trade Commission
GLBA GrammLeachBliley Act of 1999
GSE governmenisponsored enterprise
HIPAA Health Insurance Portability and Accountability AEtL996
HITECH Health Information Technology for Economic and Clinical Health Act of 201

151 See U.S. Government Accountability Office (GAGEcurities and Exchange Commission: Opportunities Exist to
Improve Oversight of SeRegulatory Organizations&GAO-08-33, November 2007, &ttp://www.gao.goview.items/
d0833.pdf

152p 1. 114113
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National Institute of Standards and Technology

Payment Cards Industry Data Security Standard

HSPD Homeland Security Presidential Directive
NCSL National Conference of State Legislatures
NCUA National Credit Union Administration
NFA National FuturesAssociation

NIST

OCC Office of the Comptroller of the Currency
PCI DSS

PIl personally identifiable information

PPD Presidential Policy Directive

SIFI systemically important financial institution
SRO selfregulatory organization

Table 1. Federal Financial Regulators and Who They Supervise

Regulatory Agency

Institutions Regulated

Federal Reserve

Office of the Comptroller ofthe Currency
(e]e®))

Federal Deposit Insurance Corporation
(FDIC)

National Credit Union Administration
(NCUA)

Securities and Exchange Commission (SE

Bank holding companiesdcertain
subsidiaries, financial holding companies,
securities holding companies, savings anc
loanholding companies, and any firm
designated as systemically significant by t
FSOC

Sate banks that are members of the
Federal Reserve System, U.S. brandlies
foreign banksandforeign branches of U.S.
banks

Payment, clearing, and settlement system
designated as systemically significant by t
FSOC, unless regulated by SEC or CFTC

National banksfederallychartered thrift
institutions

Federallyinsured depository institutions
including state banks and thrifts that are n
members of the Federal Reserve System

Federdly chartered or insuredctredit
unions

Securities exchanges, brokers, and dealer
clearing agenciemutual funds; investment
advisergincluding hedge funds with assets
over $150 million)

Nationally recogriied statistical rating
organizations

Securitybased swap (SBS) dealers, major
SBS participants, and SBS execution facil

Corporations sellingsecurities to the public
must register and make financial disclosur
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Regulatory Agency Institutions Regulated
Commodity Futures Trading Commission Futures exchanges, brokergmmodity
(CFTC) pool operators,and commodity trading

advisrs

Swap dealers, major swap participants, ar
swap execution facilities

Federal Housing Finance Agency (FHFA) Fannie Mae, Freddie Mac, and the Federe
Home Loan Bark

Consumer Financial Protectiddureau Nonbank mortgageelated firms, private

(CFPB) student lenders, payday lenders, and large
‘consumer financial entitiggo be
determined by the Bureau

Consumer businesses of banks with over
$10 billion in assets

Does not supervise insurers, SEC and
CFTC registrants, auto dealers, sellers of
nonfinancial goods, real estate brokers an
agents, and banks with assets less than $
billion

Source: The Congressional Research Service (CRS), with information drawndgamcy websites, and financial
regulatory legislation.
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Table 2. Selected Laws Mentioned in the Report

Name

Short Name (if any)

Public Law Number

Comment

Bank Service Company
Act of 1972

Banking Act of 1933

Banking Act of 1935

Commodity Futures
Trading Commission Act
of 1974

Commodity Futures
Modernization Act of
2000

Consumer Financial
Protection Actof 2010

Dodd-Frank Wall Street
Reform and Consumer
Protection Act of 2010

Fair and Accurate Credit
Transactions Act of 2003

Fair Credit Reporting Act
of 1970

FDIC Improvement Act
of 1992

Federal CreditUnion Act
of 1934

Federal Reserve Act of
1913

Federal Trade
Commission Act of 1914

Financial Institutions
Regulatory and Interest
Rate Control Act of 1978

GrammLeachBliley Act
of 1999

Health Information
Technology for Economic
and Clinical Health Aobf
2009

Health hsurance
Portability and
Accountability Act of
1996

Housing and Economic
Recovery Act of 2008

GlassSteagall Act

Dodd-Frank

FACT Act

FDICIA

FTC Act

FIRIRCA

GLBA

HITECH

HIPAA

HERA

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

P.L.

87856

7366

93463

106654

113203

111203

108159

91508

102242

86354

6343

63447

98630

106102

11315

104191

11289

Temporarily created
FDIC

MadeFDIC permanent
CFTC

Additional powers for
CFTC

Appendix E of
Consolidated
Appropriations Act, 2001

CFPB, Title X of Dodd
Frank

Title VI of the Federal
Deposit Insurance Act
Amendments

Credit unions

Fed

FTC

NCUA, FFIEC

Title XIII of Division A of
the American Recovery
and Reinvestment Act of
2009

FHFA
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Sarbane®xley Act of Sarbane®©xley P.L. 107204

2002

Securities EXtange Act P.L. 73291 SEC
1934
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